UNDERSTANDING

SAFETY INTEGRITY LEVELS

TOLERABLE RISKS AND ALARP (ANNEX ‘B’)

SIL LEVELS ACCORDING IEC 61508 / IEC 61511

[ ]
SIL PFDavg RRF PFDavg SAFETY' Intolerable Region Risk cannot be justified except
Safety Average probability of Risk Average probability of in extraordinarv circumstances
Integrity failure on Reduction failure on FRE E DOM FROM i
Level demand per year Factor demand per hour
(low demand) (high demand)
U NACC EPTABLE Tolerable only if further
risk reduction
RISK h is impracticable or if its cost are
SIL 3 > 10 and < 1073 10000 to 1000 >10% and < 107 The ALARP or grossly disproportional to the gained
tolerability Region improvement.
> 10 and < 107 1000 to 100 > 107 and < 10° o ) As the risk is reduced, the less
SIL 2 R]lS)k is ;J'rt@e:jtak.endonly if proportionately, it is necessary to
a benefit is desire
> 102 and < 10° 100 to 10 > 10° -5 spend to reduce it further,
SIL 1 > and < o 210°and < 10 to satisfy ALARP.
The concept of diminishing
AVERAGE PROBABILITY OF FAILURE ON DEMAND (PFDAVG) proportion is shown by the triangle.
. Broadly Acceptable It is necessary to maintain
Tolerable accident frequency _ 1 Region assurance that risk remains
Frequency of accidents without protections RRF , , at this level
PFDaV No need for detailed working
g Simplified equations to demonstrate ALARP RISK IS
. . NEGLIGIBLE
Without common causes With common causes (Beta factor)
Ti RISK REDUCTION
1001 Apy % >
BOiling LiqUid ExPanding Residual | Tolerable EUC Risk
2 Vapor Explosion (BLEVE Risk Risk
1002 TP [(1-8)x (Ao x T (BxAgy xT1) por Explosion (BLEVE)
Aoy, XApy, X —— + by v v v
1002D 1 23 3 2
| INCREASING RISK
3 . 3 ’ Necessary risk reduction
1003 )\D x Apu. X Apy xl [(1 B)x(Aoy XTI)] +(Bx7\DU><TI) <
2 3 4 4 2 P Actual risk reduction
Partial risk d b Partial risk d b Partial risk dby |
Tl (Bx Apy x TI) “other technology | | o EEpE || externatrisk |
2002 (?\DU1 + ADUZ ) X T |:<1 - B) X (ADU X Tl):' + 5 safety-related systems safety-related system reduction facilities
Risk reduction obtained by all safety-related systems and external risk reduction systems ]
(7\Du1 * Apu, )"(7\Du1 X}\DU3) T2 2 (BxAn xTI [
2003 L(A . ) 3 I:('I-B)X(ADU xTI)J +(DZ—U)
Ph =T AVAILABILITY AND RELIABILITY
1001 TI SL TI: Proof Test time interval :
(E. = 100%) Aoy (Etx—j (1-Et)— Et: Test Effectiveness Flash Fire Basic Concepts: Reliability
t ? 2 Apu: dangerous undetected failures Failure Rate : 1
A= Failures per unit time
Components exposed to functional failure
MEAN TIME TO FAILURE SPURIOUS SYSTEM ARCHITECTURES
1 FIT =1x 10 Failures per hour Operating time Time
1 0 4--------- - > »
MTBF = MTTF + MTTR =— ; : t TTF
MTTFs ° - [ € 1 e oo Faluretme T R
A ﬁ{ ‘%{ MTTF = MTBF - MTTR = 41 s
1  MTTF
1001 — B — . MTTF MTTR
)\S Availability = .Operf':\tlng T1me. — = (p===c=ssssscsssssocas >l<----»
1001 1002 Operating Time + Repair Time MTBF
1 MTTF MTTF
1002 —_— = - =K . DRl R >
2A © MTTF + MTTR  MTBF  p+A Repair
|V Success s
MTBM
1 Al A o Jet Fire =—MTBM s (failure)
2002 f t * >
0 2N x MTTR ' B [ \
B n Unavailability = 1- Availability = — /
1 C ¢ W
2003 > RELIABILITY
6As° x MTTR L o
2002 2003 Acronyms: AVAILABILITY
MTBF: Mean Time Between Failures UNRELIABILITY
MTTF: Mean Time To Failure UNAVAILABILITY
SAFE FAILURE FRACTION (SFF) AND SIL LEVELS MTTR: Mean Time To Repair
MTBM: Mean Time Between Maintenance Success Failure
MSD: Expected Mean System Downtime
A: Failure rate MTTF —
2 Moo+ 2 Ao+ ) Asy 2 hou VARl
Z)\DD"'Z)\DU"'ZASD"'ZASU ZATOT
SFF SAFETY INTEGRITY LEVEL CALCULATION
Hardware fault Hardware fault Hardware fault
tolerance tolerance tolerance
Pool Fire Safety integrity of non-SIS prevention/
0} 1 2 mitigation protection layers, other pro-
tection layers, anc! SIS matched to the
TYPE A Components Process and SIS Rl
< 60% SIL 1 SIL 2 SIL3 T
60% - < 90% SIL 2 SIL 3 SIL 4 ﬁ
90% - < 99% SIL 3 SIL 4 SIL 4 Consequence m PR Necessary Risk Reduction >
f Hazard
> 99% SIL 3 SIL 4 SIL 4 © ,?f:,:t“s Non-SiS
tion / Oth
TYPE B Components Pr'%iﬁss p;%\;?;a;?:n N SIS N protece;on
< 60% Not allowed SIL 1 SIL2 protection AR
Frequency layers
60% - < 90% SIL 1 SIL 2 SIL 3 of HEazarSous
ven
90% - < 99% SIL 2 SIL 3 SIL 4 I
Risk Target
Failure rates categories: App: dangerous detected; Apy: dangerous undetected Quantitative Method for SIL level det‘erfmnatwn
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